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kiacudikaiii Bpa3nMBOCTEH cMapT-KOHTpakTiB. — KBamigikariiiHa HaykoBa mpams Ha
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Juceprartiist Ha 3100yTTsI HAYKOBOTO CTYIIEHs JOKTOpa (piocodii 3a creriaabHICTIO
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VY BeTymi OOTpyHTOBaHO AaKTyallbHICTh HPOOJEMH O€3MEKH CMapT-KOHTPAKTIB Y
0JIOKUelH-eKocucTeMax (30KpeMa y JelEHTpali30BaHuX (iHaHCaxX), SKI aKyMYJIOIOTh
3HauyHI (IHAHCOBI AaKTUBM Ta 3AJMIIAIOTHCS BPA3IUBUMU JO TOMIJIOK KOJIY.
ChopmynboBaHO MeTY OCTIIKE€HHSI — TMIIBUIIUTH €(PEKTUBHICTh 3a BIJNOBIAHUMU
METPHUKaMU BUSBIICHHS, KJlacu(ikallii Ta Jokami3allli Bpa3aIuBOCTe y CMapT-KOHTPaKTax 3a
PaxyHOK pO3pOOKH MOJIENICH Ta METO/ 1B MAallIMHHOTO HaBYaHHS, K1 CTAHOBJISITH IUTICHUN
TE€XHOJIOTTYHUI CTEK IHTEJIEKTYaJIbHOTO aHaJII3y BUXIJIHOTO KOJY CMapT-KOHTPAKTIB.

BusnaueHo 00’€KT [0CTHiI:KeHHs1 — TPOIECH BUSBICHHS, Kiacudikamii Ta
JOKaJi3alli Bpa3auBOCTe y cMapT-KoHTpakTax. [IpeaMeToM aociigxkeHHs1 € METOIU Ta
MOJICJTI MalIMHHOTO HaBYaHHSA 11 0araTOMITKOBOTO BHSBJICHHS, Kiacudikamii Ta
JIOKai3alii Bpa3IMBOCTEH y CMapT-KOHTPAKTAX.

ChopmynpOBaHO KOMIUIEKC B3a€MOTIOB’S3aHHUX 3aBIaHb, CEpell SKUX: CTBOPEHHS
30a71aHCOBAHOTO Ta PEMPE3CHTAaTUBHOIO HABYAIBHOTO JaTaceTy CMAapT-KOHTPAKTIB 13
AQHOTAIIIE€I0 BPA3JIMBOCTEN; pO3POOICHHS MOIesIel 1 METO/ 1B OaraToMiTKOBOI Kiacudikarii
Bpa3JMBOCTEN CMAapT-KOHTPAKTIB; MIJBUILEHHA HAAIMHOCTI ¥ CTaOLIBLHOCTI MOAeNel 3a
paxyHOK KaliOpyBaHHSI BIIEBHEHOCTI Ta aHaN3y CTIMKOCTI 0 30ypeHb Ta 3MIH KOIY;
po3po0iIeHHs ci1adoCyIepBI30BaHMUX METO/IIB JIOKaIi3allii Bpa3nuBuX (pparMeHTiB Koy 0e3
TOKEHHOT PO3MITKH; ampoOairisi 3amporloHOBAHWX METOJIB MUIAXOM iX peamizarmii y
porpaMHOMy 3aco01 Ta mepeBipku €(heKTUBHOCTI Ha peaJTbHUX CMAPT-KOHTPAKTaX.

VY mepmomy po3aidi 311MCHEHO CUCTEMAaTHYHHMM OIJIS MIAXOJIB 10 BUSBJICHHS
Bpa3IMBOCTEH y CMapT-KOHTPAKTax, IO OXOIUIOE€ (popMasibHI METOIU, CTATHUYHUN Ta

,Z[I/IHaMi‘IHI/Iﬁ aHaJ'IiS, a TaKOX Cy‘IaCHi MCTOJH Ha OCHOBI MaIlTMHHOT'O HaBYaHHS. HOKaSaHO,
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10 KOKEH KJIaC METOJIIB Ma€ CYTTEBI OOMEXEHHS, Kl CTPUMYIOTh IXHE BUKOPUCTAHHA Y
BEIUKUX OJIoKuelH-ekocucTeMax. @DopmanbHi MeToau 3a0e3MedyloTh MaKCHUMAaJIbHY
CTPOTIiCTh 1 JO3BOJISIIOTH CTPOTO JOBECTH KOPEKTHICTh KOXIy, OJAHAK € HaJI3BHYANHO
JOPOTHMH, MOTPEOYIOTh 3HAYHOI EKCIEePTHOI ydacTi Ta MaclTaOyloTbCs JIMIE Ha
OOMEeXeHY KIJTbKICTh KPUTHYHUX KOHTpakTiB. CTaTWuyHU aHami3 € HalOuUIbId
MIPOTYKTUBHUM IT1IX0JI0OM, 3JaTHUM IIBHJIKO CKAaHYBATH BEJIMKI PEMO3UTOPIi, ajie CTpakaae
BiJl 3HAYHOI KUTBKOCTI XMOHOMO3UTUBHUX CIIPAIIOBAHb 1 YaCTO HE OXOIUIIOE HETUIIOBI 200
HOBI MaTepHU Bpa3auBOCTEil. JlMHAMIYHUI aHaI3 HAOIMKAIOTh MEPEBIPKY 10 pealbHUX
CIIeHapiiB aTak 1 100pe BUSBIISIIOTH JIOT1YHI MOMUJIKU, aJI€ € MOBUIBHUMHU, HE TapaHTYIOTh
MOBHOTO TOKPUTTS W CHUJIBHO 3ajie)kaTh BiJI 3aJaHUX CIeHapiiB B3aemojii. Mertoau
MAIlIMHHOTO HaBYaHHSI JIEMOHCTPYIOTh XOPOIIYy MacIITaOOBaHICTh 1 3/IaTHICTh BUSIBISTH
CKJIaJIHI 3aKOHOMIPHOCTi, TMPOTE Yy TMPaKTUYHUX CIEHAPIAX TMPALIOIOTh SK «4OpHA
CKPUHBKa, 1[0 YCKJIAJHIOE IHTEPIIPETALIII0 PIIEHbD 1 JJOKAJ13aI[1l0 Bpa3IuBUX (PparMeHTIB.

OkpemMo  mpoBeneHO  aHami3  TpaHCopMepHHX  Mojeiaed It KOJy
(CodeBERT/GraphCodeBERT), rpadosi HeiiponHi mepexi (Graph Neural Networks,
GNN) Tta ribpugHux TpaHCHOPMEPHO-PEKYPEHTHUX apXITEKTyp. BHsBIEHO KIIOUOBI
MPaKTUYHI OOMEXKEHHs iXHBOTO 3aCTOCYBaHHS: HECTady SIKICHOI ()parMEHTHOI PO3MITKU
JUTS JIOKaJi3allii, HU3bKYy CTIMKICTh 0 oOdyckaiii Ta pegakropuHry 0e3 3acTOCyBaHHS
CIieLiaJIbHUX METOJIIB MIJABUILIEHHS CTIMKOCTI 10 30ypeHb Ta 3MiH, a TaKOX CXWJIbHICTh
MoOZIeJIel 70 HaaMIpHOT BIEBHEHOCTI y MPOTHO3ax Iij 4Yac pobdoTu B production-
cepenoBumiax. CdopMOBaHO paMKy OIIHIOBAHHS: JJIsl ACTEKIli BUKOpUCTaHO micro-F1
(mikpoycepeaneny F1-mipy) ta macro-F1 (makpoycepenneny F1-mipy), a Takox ROC-
AUC (mmomy mia KpuUBOWO poOOY0i XapaKTepuUCTUKH mpuiiMaua, Receiver Operating
Characteristic — Area Under the Curve); ny1s okani3zaiiii 3acrocoBano mAP (mean Average
Precision — cepennro TounicTs), [oU@r (Intersection over Union mpu moporoBOMY 3HaY€HHI
T — MIpy MNepeKpurTs nependadeHux Ta icTuHHUX obnacted) 1 Hit@K (uwacroty

NOTPAIUISIHHSL peJIeBaHTHOTO ¢parMenta cepen nepmux K mporHosiB); aJis OI[IHIOBaHHS



HAJIMHOCTI BHUKOPUCTAaHO METPHUKY OuUiKyBaHOi KaniOpyBanbHOi moxuOku (Expected
Calibration Error, ECE) Ta noB’s3aH1 MOKa3HUKHU.

Y napyromy po3miii oOrpyHTOBaHO ¥ peami3oBaHO MeTOoh (OpMyBaHHS
30aJ1aHCOBAHOTO HABYAJIBHOTO JAaTaceTy CMapT-KOHTPAKTIB JUIsl 3aj]ad  BUSBIICHHS
Bpa3aMBOCTEH. 3ampornoHOBAHO KOMOIHOBAaHMW MiAXiJl, IO TMOEIHYE IETEPMIHOBAHE
IH)KEKTYBaHHSI TUIIOBUX BpPA3IMBOCTEH y Oesmeuynuii xon (pattern-based + cratmunuit
aHai3) Ta KOHTEKCTHO Y3TOPKEHY TIeHeparlito/Moau@iKaIiio MpUKIaIiB 32 JTOMOMOIOI0
BEJMKOI MOBHOI Mojeni. OOuaBa KaHAJIW CYNPOBOIKYIOTHCS BasllJlalli€r0 (KOMITUIALIS,
nepeBipKa CTATUYHUMH aHalli3aTopaMu, KOHTPOJIb ¢hopMary Ta BiANOBIAHOCTI MIiTOK). Ha
BUX0/1 Cc(pOpMOBaHO 30aJaHCOBAHUW KOPIYyC 13 IT'ATH KaTeropid (4OTUpH KJacu
BpasuBocTEN Ta 6e3neyHi KoHTpakTh) no 1000 npukiaaiB KOKHOI.

3anponoHoBaHUM KOMOiHOBaHMI MeTon (opMmyBaHHs Jaracery 3abes3mnedye
OJIHOYAaCHO BIATBOPIOBAHICTh 1 KOHTPOJIbOBAHICTh (IE€TEPMIHOBAaHI 3MIHU 3 (DIKCOBAaHUMU
MpaBUJIaMH ), PEATICTUYHY PI3HOMAHITHICTh CHHTaKCUYHUX peanizaiiid (LLM-moaudikaiii,
110 30epiratoTh JOTIKY Ta CTHIIICTUKY KOAY) ¥ 30aJ1aHCOBAHICTh 3a KJIACAMH, 110 MiABHUIILYE
SIKICTh MOJAJIBIIIOTO HABYAHHS Ta MOPIBHSUIBHOI OLIIHKYA MO/JIETIEH.

VY TperboMy po3aijii po3po0IeHO KOMITIEKCHUH MMiIX1 70 0araToMiTKOBOT ASTEKIIil
Ta CcraboCynepBi30BaHOI JIOKaJi3allii Bpa3MBOCTEH Yy CMapT-KOHTpakTax. Sk 0a3oBi
posrasinyto  mozeni  BiGRU-ATT ta CodeBERT-BiGRU gns  6aratomiTkoBOi
kimacudikartii. J{am 3anmpononoBano moaenb CodeBERT-GDLA (Graph-aware Dual-Level
Attention), mo noennye TokeHHu# piBeHb (CodeBERT + BiGRU) 3 6510k0BUM piBHEM 1
rpadoBUM 3CyBOM. Y JIOCKOHAJIEHO MEXaHI3M yBaru: BBEJCHO T'padoBHil 3CyB HA OCHOBI
AST(Abstract Syntax Tree), CFG (Control Flow Graph), DFG (Data Flow Graph) rpadis
Ta HaBYYBaH1 Koe(illieHTH [, Y 1711 TOKEHHOrO ¥ OJOYHOTO PIBHIB, Kl KEPYIOTh YaCTKOIO
CTpyKTypHOi iHopMawii B JOriTax yBarm ¥ MIACWIIOIOTH YYTIUBICTh [0
TAJIEKUX/HEMPSIMHUX 3aJIS)KHOCTEH Y KO/I.

3anpononoBaHo CAM-y3rojikeHy yBary: yBara Mmojeni y3romkyerscsa 3 Grad-CAM

yepe3 A-KoMOiHalio, 10 3a0e3neuye MOCiA0BHI, IHTEPIPETOBaHI KapTH BaXXJIMBOCTI Ha



TOKEHHOMY Ta Oj0koBOMY piBHsX. CTBOPEHO METOJ clabOoCyInepBi30BaHOI JIOKai3aIlii,
SKUH 3a IOTIOMOT0I0 KOB3HOTO BikHA 3 top-K arperaitiero nepeTBoproe JIOTiTH Ha TPOCTOPOBI
KapTH PENIEBAaHTHOCTI, & MPUYMHHI PETYJISpPU3aTOPH JO03BOJSIOTH BUIISATH MIHIMAIbHO
JIOCTaTHI Ta KPUTHYHO HEOOX1AH1 (hparMeHTH Koy 0€3 pydHOI TOKEHHOI PO3MITKHU.

ExcriepuMeHTanbHl  JOCHIIPKEHHS 3aCBIMYMIIM, 10 3alpolOHOBaHa MOJEIh
CodeBERT-GDLA mneperepmrye 6a3oBy CodeBERT-BiGRU 3a macro-F1, macro-AUC i
BTpaToro XemMminra (Hamming loss), a 3ampornoHoBaHUi JOKali3aTOp Bpas3IUBOCTEN
Jocsirae BUCOKUX MOKa3HUKIB MeTpuk mMAP ta Hit@K (3okpema 1is Bpa3iauBOCTI
noBTopHoro Bxoay — mAP = 82%, Hit@5 = 77%, Hit@7-10 = 100%) i3 HU3BKOIO
JUCIIePCIi€r0, 0 MIATBEPKY€E CTaOIBHICTD JIoKamizamii. [IpoBeneHo abnsmiiHuN aHai3
BHECKY rpaoBUX 3CYBIB, JABOPIBHEBOI yBaru, NpUUMHHUX peryispuzatopiB Ta CAM-
y3TOJIPKEHOT yBaru, a TakoX KOMIUJIEKCHE JIOCHIIPKEHHSI CTIMKOCTI 10 30ypeHb Ta 3MiH, a
came 70 pedakTOpUHTIB, NEpEeMEHYBaHb, (POpMaTyBaHHA 1 YaCTKOBOT 00(dycKarii.

[I{o0 3MEeHINTH pU3UKHU HAJAMIPHOT BIEBHEHOCTI Ta MiABUIIUTH HAAIHHICTh MOJIeNen
y 3ajadax 0araTroMiTKOBOi JETEKIlli, Yy TpPEHyBaJbHUW MPOIEC IHTETPOBAHO
3aIPOIMOHOBAHUIN METO/T peryJisipu3allii A KaaiOpyBaHHS HMOBIPHICHUX OILIIHOK MOJieen
rimbokoro HaB4yaHH, sikuii 3HIKye MeTpuky ECE (Expected Calibration Error) 1 poouts
WMOBIPHICHI OIIIHKY Y3TOKEHIIIIMMHE 3 peajbHOI0 YacTOTOr0 noii. KpiM Toro, mpoBeneHo
JNOCIIKEHHSI CTIMKOCTI MoZeni A0 THUMNOBUX Mojaudikauiid koay (pedakTOpUHT,
nepeiiMeHyBaHHs 1ACHTH(IKATOPIB, CTUIICTUYHI 3MIHM, YacTKoBa oOQyckarris), 110
OIATBEPAWSIO CTAaOUIbHICTh SIK Kjacu@ikamii, Tak 1 JoKadi3alii Bpa3iIMBOCTEH Yy
PEATICTUYHUX CIIEHAPISTX BUKOPUCTAHHS.

VY 4yerBepTOMY PO31ijdi TPEICTAaBICHO MPAKTHUYHY peaizailiio ¥ BIPOBAKEHHS
POrpaMHOro 3acoly ayauTy cMapT-KOHTpakTiB Ha ocHOBI mojeni CodeBERT-GDLA.
Onucano BuMorw, apxitektypy, REST-inrepdeiicu, kopuctyBarbkuii inTepdeiic Ta kericu
BUKOPUCTAHHS B peajbHUX CIEHapisiX ayAauTy. Po3po0iieHuil iIHCTpYMEHT 1HTErpyeThCS B
Cl/CD-xoHBeepu Ta MOKe JOTOBHIOBATH ICHYIOU1 CTAaTUYHI aHATI3aTOPH.

HayxoBa HOBH3HA 0O/iep)KaHUX PE3YNbTATIB MOJSITAa€ B HACTYITHOMY:



— BIlepIIe  3allPONOHOBAHO  KOMOiHOBaHM  MeTod () OPMYBAHHA
HABYAJBHOIO /1aTAaceTy 3a paxyHOK TMO€JHAHHS aBTOMATUYHOTO 1H)XEKTYyBaHHS
aHOMAaJIbHUX KOHCTPYKIINA y KOPEKTHUHN KOJI CMapT-KOHTPAKTIB 13 TEHEPAIIIE€I0 T0AaTKOBUX
NPUKJIAAIB BEJTUKOI0O MOBHOIO MOJIEIUIIO 3 MOAAJBIION BepU(IKAIl€, 0 J03BOIUIO
3a0e3neynTH 30aIaHCOBaHICTh BUOIPKHY;

— Brepiue nooynosano mojaeib CodeBERT-GDLA Ha 0CHOBI BIOCKOHAJICHHS
apxitektyp BiIGRU-ATT 1 CodeBERT-BiGRU 3a pomomoroo 3amporoHOBaHUX METO/IIB
rpadoBOro 3CyBY 1 IBOPIBHEBOI Ipad)OBO-OPIEHTOBAHOI yBaru, 110 JO03BOJIWIO IiABUIIUTH
e(eKTUBHICTh BUSBJICHHS Ta Kiacu(iKallii Bpa3JIMBOCTEH MPHU 1HTEIEKTYalIbHOMY aHaNi31
BUX1/IHOTO KO/1y CMapT-KOHTPAKTIB;

— YAOCKOHAJIEHO METOJ peryJjspusaunii s KajgiOpyBaHHsA MMOBIPHiCHUX
OHIHOK  OararoMiTkOBOI KjJacudikanii Bpa3JIHBOCTEl  CMapT-KOHTPAKTIB 32
PaxyHOK 3aCTOCYBaHHsI ONTUMI3alli OUIKYBaHO1 KaJIIOpyBaJIbHOI MOXHUOKH,
TEMIIEpaTypHOTO MacmTadyBaHHS Ta (OKAIBHOTO MPUIIYIIEHHS HAJIMIPHOI BIIEBHEHOCTI
Oe3nocepennbo B nporieci HapdaHHsA Mojelli CodeBERT-GDLA, mio 3a6e3nedye 3HIKSHHS
il HaAMIPHOI BIEBHEHOCTI Ta IMIJBUILYE HAIMHICTD PE3YJIbTATIB IHTEIEKTYaIbHOTO aHaAI3y
BUX1JTHOTO KOy CMapT-KOHTPAKTIB;

— OTPUMAB NOAAJBIINI PO3BUTOK METOJ CJ1a00CYyNEePBi30BAHOI0 BU/IiJICHHSA
Bpa3jiuBHX (parmMeHTiB Koay 3a paxyHok iHTerpauli CAM-y3rojkeHoi yBaru 3
MIPUYMHHO-OPIEHTOBAHOIO PETYISIpU3aIli€io, Mo 3a0e3nedye MiABUIICHHS €QEKTUBHOCTI
JoKadizalii Bpa3aMBOCTEH MPHU 1HTENEKTYyaJlbHOMY aHaji3l BUXIJHOTO KOAY CMapT-
KOHTPAaKTIB.

[IpakTiuHe 3Ha4YeHHS pE3yJbTaTIB IMOJSTa€E B PO3POOJICHHI MPOTPaMHO-
QITOPUTMIYHUX 3ac00IB  JJii aBTOMATU30BAHOIO ayJHUTy CMapT-KOHTPAKTIB, SIKI
3a0e3meuytoTh 0araTOMITKOBE BUSIBIICHHS BPAa3JIMBOCTEH, IMOSCHIOBAHY JIOKAJI3AIliIo
(¢parMeHTiB KOy Ta HaJAliiHI KMOBIPHICHI OIL[IHKH, & TAKO y CTBOPEHH1 BIATBOPIOBAHOTO
KOHBEEpa JaHWX 1 30aJaHCOBAHOTO JaTaceTy JUIsi HaBYaHHS M MOPIBHSUIBHOI OLIIHKH

Mojeneil. 3ampornoHoBaHI MojeNi ¥ MeToau BOpoBamkeHo y aismibHocti TOB HBO



«dickper» Ta HBII «KAPE», a TakoxX BHUKOpPHCTaHO B HaBYAJIbHOMY IIpOIEC]
HanionansHoro yHiBepcutety «Oiecbka MOMITEXHIKa.

Knrouosi cnosa: cMapT-KOHTpaKTH; MalllMHHE HAaBYAaHHA;, TJIMOOKE HaBYAHHS;
aBTOMaTH3allisl ayauTy; Oe3leka MpOrpaMHOrO KOXIy; BHSBICHHS Bpa3iIMBOCTEIH;
JIoKauTi3allisl Bpa3IMBOCTEH; OaraToMiTKOBa Kiacu(ikailisi; ciiabocyrnepBi3oBaHe HABUAHHS;
nosicuroBanuil 11I; rpadoBi moganHs Komy; MeXaHi3M yBaru;, MpUYUHHI PETYISPU3ATOPH;

KaJliOpyBaHHS HMOBIPHOCTEH.
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ABSTRACT

Tereshchenko O.l. Machine Learning Methods and Models for Detecting and
Classifying Smart-Contract Vulnerabilities. — Qualification scientific work in the form of
manuscript.

Thesis for the PhD degree in specialty 122 Computer science. — Odessa Polytechnic
National University, Ministry of Education and Science of Ukraine, Odesa, 2025.

In the introduction, the relevance of the smart contract security problem in
blockchain ecosystems (in particular, decentralized finance) is substantiated, as these
systems accumulate substantial financial assets while remaining vulnerable to software
defects. The aim of the research is formulated as improving the effectiveness, according
to relevant evaluation metrics, of detecting, classifying, and localizing vulnerabilities in
smart contracts through the development of machine learning methods and models that
constitute an integrated technological stack for intelligent analysis of smart contract source
code.

The object of the research is the processes of detecting, classifying, and localizing
vulnerabilities in smart contracts. The subject of the research is machine learning methods
and models for multi-label detection, classification, and localization of vulnerabilities in
smart contracts.

A set of interrelated research tasks is formulated, including: the creation of a
balanced and representative training dataset of smart contracts with vulnerability
annotations; the development of models and methods for multi-label vulnerability
classification in smart contracts; improving model reliability and stability through
confidence calibration and robustness analysis with respect to code changes; the
development of weakly supervised methods for localizing vulnerable code fragments
without token-level annotations; and validation of the proposed methods through their
implementation in a software tool and evaluation of their effectiveness on real-world smart

contracts.
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The first chapter presents a systematic review of approaches to smart contract
vulnerability detection, covering formal methods, static and dynamic analysis, as well as
modern machine learning-based techniques. It is shown that each class of methods has
significant limitations that constrain their use in large-scale blockchain ecosystems. Formal
methods provide maximal rigor and enable formal proofs of correctness, but are extremely
costly, require substantial expert involvement, and scale only to a limited number of critical
contracts. Static analysis is the most productive approach in terms of throughput and can
rapidly scan large repositories, but suffers from a high rate of false positives and often fails
to capture atypical or novel vulnerability patterns. Dynamic analysis brings testing closer to
real attack scenarios and is effective at detecting logical flaws, but is slow, does not
guarantee full coverage, and heavily depends on predefined interaction scenarios. Machine
learning methods demonstrate good scalability and the ability to capture complex patterns;
however, in practical settings they often operate as a “black box”, complicating decision
interpretation and the localization of vulnerable fragments.

A separate analysis is conducted of transformer-based models for code
(CodeBERT/GraphCodeBERT), graph neural networks (GNNs), and hybrid transformer-
recurrent architectures. Key practical limitations of their application are identified, including
the lack of high-quality fragment-level annotations for localization, low robustness to
obfuscation and refactoring without dedicated robustness-enhancing techniques, and a
tendency toward overconfident predictions in production environments. An evaluation
framework is defined: for detection, micro-F1 and macro-F1, as well as ROC-AUC
(Receiver Operating Characteristic — Area Under the Curve), are used; for localization, mAP
(mean Average Precision), loU@r (Intersection over Union at threshold 1), and Hit@K (the
frequency with which a relevant fragment appears among the top-K predictions) are applied;
for reliability assessment, Expected Calibration Error (ECE) and related metrics are
employed.

The second chapter substantiates and implements a method for forming a balanced

training dataset of smart contracts for vulnerability detection tasks. A combined approach is
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proposed that integrates deterministic injection of typical vulnerabilities into safe code
(pattern-based methods with static analysis) and context-consistent generation/modification
of examples using a large language model. Both channels are accompanied by validation
procedures (compilation, checks with static analyzers, and format/label consistency
control). As a result, a balanced corpus of five categories (four vulnerability classes and safe
contracts) with 1,000 examples per category is produced.

The proposed combined dataset construction method simultaneously ensures
reproducibility and controllability (deterministic changes governed by fixed rules), realistic
diversity of syntactic implementations (LLM-based modifications that preserve code logic
and style), and class balance, thereby improving the quality of subsequent training and
comparative model evaluation.

In the third chapter, a comprehensive approach to multi-label detection and weakly
supervised localization of vulnerabilities in smart contracts is developed. BIGRU-ATT and
CodeBERT-BiGRU models are considered as baselines for multi-label classification.
Subsequently, the CodeBERT-GDLA (Graph-aware Dual-Level Attention) model is
proposed, which combines a token-level component (CodeBERT + BiGRU) with a block-
level component and graph-based biasing. The attention mechanism is enhanced by
introducing graph bias derived from AST (Abstract Syntax Tree), CFG (Control Flow
Graph), and DFG (Data Flow Graph), along with learnable coefficients 3 and y for token-
and block-level attention that control the contribution of structural information in attention
logits and increase sensitivity to long-range and indirect dependencies in code.

A CAM-aligned attention mechanism is proposed, in which model attention is aligned
with Grad-CAM via a A-combination, yielding consistent and interpretable importance maps
at both token and block levels. A weakly supervised localization method is introduced that
converts logits into spatial relevance maps using a sliding window with Top-K aggregation,
while causal regularizers enable the identification of minimally sufficient and critically

necessary code fragments without manual token-level annotation.
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Experimental studies demonstrate that the proposed CodeBERT-GDLA model
outperforms the baseline CodeBERT-BiGRU in terms of macro-F1, macro-AUC, and
Hamming loss, while the proposed vulnerability localizer achieves high mAP and Hit@K
scores (in particular for reentrancy vulnerabilities: mAP = 82%, Hit@5 = 77%, Hit@7-10
~ 100%) with low variance, confirming localization stability. An ablation study evaluates
the contributions of graph biasing, dual-level attention, causal regularizers, and CAM-
aligned attention, along with a comprehensive robustness analysis with respect to
refactoring, renaming, formatting, and partial obfuscation.

To mitigate the risks of overconfidence and improve model reliability in multi-label
detection tasks, a proposed regularization method for calibrating probabilistic outputs of
deep learning models is integrated into the training process. This method reduces Expected
Calibration Error (ECE) and aligns predicted probabilities with empirical event frequencies.
Additionally, robustness to common code modifications (refactoring, identifier renaming,
stylistic changes, and partial obfuscation) is evaluated, confirming the stability of both
classification and localization under realistic usage scenarios.

The fourth chapter presents the practical implementation and deployment of a smart
contract auditing tool based on the CodeBERT-GDLA model. System requirements,
architecture, REST interfaces, user interface, and real-world audit use cases are described.
The developed tool integrates into CI/CD pipelines and can complement existing static
analyzers.

The scientific novelty of the obtained results is as follows:

— for the first time, a combined method for forming a training dataset is
proposed, based on the integration of automatic injection of anomalous constructs into
correct smart contract code with the generation of additional samples using a large language
model followed by their verification, which ensures dataset balance;

— for the first time, the CodeBERT-GDLA model is constructed based on the
enhancement of the BiGRU-ATT and CodeBERT-BiGRU architectures through the

proposed graph shifting methods and a two-level graph-aware attention mechanism, which
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improves the effectiveness of vulnerability detection and classification during intelligent
analysis of smart contract source code;

- the regularization method for calibrating probabilistic estimates in multi-
label vulnerability classification of smart contracts is improved by integrating Expected
Calibration Error optimization, temperature scaling, and focal suppression of
overconfidence directly into the training process of the CodeBERT-GDLA model, which
reduces excessive model confidence and increases the reliability of intelligent smart contract
source code analysis results;

— the method of weakly supervised identification of vulnerable code
fragments is further developed through the integration of CAM-aligned attention with
causality-oriented regularization, which enhances the effectiveness of vulnerability
localization during intelligent analysis of smart contract source code.

The practical significance of the results lies in the development of software and
algorithmic tools for automated smart contract auditing that provide multi-label
vulnerability detection, explainable localization of code fragments, and reliable probabilistic
estimates, as well as in the creation of a reproducible data pipeline and a balanced dataset
for training and comparative evaluation of models. The proposed models and methods have
been implemented in the activities of LLC RPA “Diskret” and RPC “KARE”, and have also
been used in the educational process of Odesa Polytechnic National University.

Keywords: smart contracts; machine learning; deep learning; audit automation; code
security; vulnerability detection; vulnerability localization; multi-label classification;
weakly supervised learning; explainable Al; graph representations of code; attention

mechanism; causal regularizers; probability calibration.
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